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Cuwin Overview

� Project objectives
� Cuwin software
� Network Topology

Estimates
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CUWIN

� Champaign-Urbana Community 
Wireless Network (CUWiN) high 
speed, low-cost community wireless 
networking solution. 

� Becoming a node is simple. Burn 
the Cuwin software on a a CD and 
place it on a desktop with a wirelsss 
nic card.  PC boots with  setup
occuring automatically..  
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NetBSD

� Provides a lean standard system, with all the 
base functionality expected of a BSD system 
including the network protocols, the ability to 
recompile itself, basic unix commands.

� Machine independent OS runs on wide range of 
devices, including toasters

� Fast
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Cuwin GUI Configuration
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Project Status Summary

� Cuwin mesh network constructed 
with four nodes.

� Sip adapters installed. 
� Soft phones installed.
� VoiP Proxy installed.
� VoiP calls placed via Vonage
� Voip calls placed via soft phones.
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Software

� Ethereal
� CounterPath Solutions, Inc X-Lite 

softphone
� Siemens Proxy Server
� Brekeke OnDO SIP Server 
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Lab Setup
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Technical Delays

Problems:
� Lab Network Connectivity
� Mesh Gateway (node 1) becomes unresponsive. 

� Node 4 demise

� PC 7 demise (sniffer PC)
� SIP Proxy Registration

Solutions:
� Network documentation, diagramming and labeling. 
� Reboot antenna (antenna replacement suggested)
� Replacement node REQ TBD
� PC 7 Replacement and software installed.
� SIP Proxy Replaced
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SoftphoneProxy Registration Failure

� 200 OK sent from Siemens proxy but was not received by X-Lite.

� Sniffing packets at Node 2 using Unix tcpdump command 
revealed that packets were not being forwarded from Gateway.

� Ethereal traces from Vonage were compared to those from soft 
phones.

� Rport value set in Vonage, but not by Siemen proxy.

� Ondo proxy server installed (Java proxy)
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X-Lite Standard Compliance 
PC 8 (X-Lite) sends a register request to proxy server 216.47.140.46.  This REGISTER is sent with a source port of 
5060 and source IP address of 10.189.226.251. The request isnatted, so that the source IP appears as
216.47.140.249 and the source port as 14248. This is received at a proxy.
A client (UA and proxies) compliant to the SIP specification MAY include an rport parameter in the top Via header 
of the request generated.  This parameter MUST have no value.  The parameter serves as a flag to the proxy server 
that the rport extension is supported AND requested for this transaction
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Siemens Proxy Server Non-Compliance 
Proxy servers compliant with the SIP specification extension examine the topmost Via header. If this Via 
header contains an rport parameter with no value, it MUST insert the port the request was received from as 
the value of this parameter. It must also insert a received parameter containing the source IP address that 
the request came from.
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RFC - 3581 

� RFC - 3581 rport problem NAT 
translation list corrective actions 
being taken 

“ The Session Initiation Protocol (SIP) operates over UDP and TCP,
among others.  When used with UDP, responses to requests are returned
to the source address the request came from, and to the port written
into the topmost Via header field value of the request.  This
behavior is not desirable in many cases, most notably, when the
client is behind a Network Address Translator (NAT).  This extension
defines a new parameter for the Via header field, called " rport" ,
that allows a client to request that the server send the response
back to the source IP address and port from which the request
originated.”  Copyright (C) The Internet Society (2003).  All Rights Reserved.
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RFC - 3581 (cont.2 of 2) 

“ When a server compliant to this specification (which can be a proxy or UAS) receives a request, it 
examines the topmost Via header field value.  If this Via header field value contains an " rport"  
parameter with no value, it MUST set the value of the parameter to the source port of the request.  
This is analogous to the way in which a server will insert the " received"  parameter into the 
topmost Via header field value.  In fact, the server MUST insert a " received"  parameter containing 
the source IP address that the request came from, even if it is identical to the value of the "sent-
by"  component.  Note that this processing takes place independent of the transport protocol.”

“ The response must be sent from the same address and port that the 
request was received on in order to traverse symmetric NATs.  When a
server is listening for requests on multiple ports or interfaces, it
will need to remember the one on which the request was received. For
a stateful proxy, storing this information for the duration of the
transaction is not an issue.  However, a stateless proxy does not
store state between a request and its response, and therefore cannot
remember the address and port on which a request was received.  To
properly implement this specification, a stateless proxy can encode
the destination address and port of a request into the Via header
field value that it inserts.  When the response arrives, it can
extract this information and use it to forward the response.”

Copyright (C) The Internet Society (2003).  All Rights Reserved.
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SoftphoneProxy Success 
(Ondo proxy server installed)
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OnDo Proxy server installed
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NAT Translation
� Initial research shows that  either the Siemens SIP proxy 

registration could have been caused one or incorrect 
administration settings for stateful or stateless proxing, failure 
of the proxy server to properly recognize the rport flag in the Via 
header, and/or incorrect response to a NAT symetric
architecture.  Briefly, this conflict could have occurred if the
proxy attempted to respond to the client’s previously mapped 
IP:port and is dropped.  

� Recommendations for architectural solutions are available.  
Information and a graphical explanation can be found at 
http://www.mysip.ch. (Siemens) The document is called “ SIP 
Architecture with NAT V1.0” .
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Symetric Translation
� Initial research shows that  either the Siemens SIP proxy 

registration could have been caused one or incorrect 
administration settings for stateful or stateless proxing, failure 
of the proxy server to properly recognize the rport flag in the Via 
header, and/or incorrect response to a NAT symetric
architecture.  Briefly, this conflict could have occurred if the
proxy attempted to respond to the client’s previously mapped 
IP:port and is dropped.  

� Recommendations for architectural solutions are available.  
Information and a graphical explanation can be found at 
http://www.mysip.ch. (Siemens) The document is called “ SIP 
Architecture with NAT V1.0” .  
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Symetric explanation 
(Screenshot from website: http://www.mysip.ch)
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VoiP - www.testyourvoip.com 

� Java applet downloaded to simulate 
calls from ISP gateway. Calls placed 
to preserve speech quality and to 
conserve bandwitdth

� High Jitter approaching 100ms
� Soft phone and Vonage calls could 

be made, clarity was questionable.  
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Software Testing
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Voip Metrics
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Testing - Golden Traces
� Vonage

– Vonage to Vonage

– Vonage to SBC
– Vonage to T-mobile 

� Softphone
– Mesh softphone to outside softphone

– Outside softphone to Mesh softphone
– If project is constrained by lack of 

resources, suggest alternatives
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Future Potential Deliverables

� Asterisk (IPBX) Mesh integration 
� Bandwidth and performance 

monitoring
� Softphone compatibility testing 

Asterisk
� Telco phone via Sip Adapter 
� IP Phone (Cisco and Skinny)


