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The aim of this project is to observe and record the message 
exchange between a collection of SIP phones and a set of IP-
PBX’s and Proxies.
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• In the view of Service Providers
--Problem-free multi-vendor integration

• In the view Equipment Manufacturers
--To provide different solutions to end customers
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Proxy Server
User Agent User Agent

Internet

HUB

WIRE Shark



5

������
��������������



6

��������
�������������������

IP-PBX’s  and Proxies Used

IP-PBX’s
Asterisk PBX Version :1.4.24.1
Allworx Version :10 x 6.9.2.1
TrixBox Version:2.6.2

PROXIES:
Brekeke : Student Version v 2.1.0.4
OpenSER Version:1.5.1 not TLS

Cisco Phone: 7960
Nortel Phone:6812
X-Lite  Phone:3.0   
Nokia Phone:E61i
Snom Phone: 360

USER  AGENTS USED
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Allworx

Brekeke

Asterisk

TrixBox

OpenSER

HUB

IP Cloud
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Xlite

HUB

IP Cloud

Snom 360

Cisco 7960

Nortel

Nokia E61i
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Common Features in Asterisk and TrixBox 
(When Registering All Sip Phones )

� For both these IP-PBX’s, in 100 Trying, a header is given as
User-Agent: Asterisk PBX instead of server header because Asterisk behave as back –to –back 
user agent.

� In 100 Trying of  Asterisk and TrixBox  Registerincludes a  Supported header and places a 
Replacesoption.

� The Allow header in 200 ok implies  that the UA is providing    information on what methods it        
supports. The methods supported by these are
Allow: INVITE, ACK, CANCEL, OPTIONS, BYE, REFER, SUBSCRIBE, NOTIFY

� The “Expires" parameter indicates how long the UA would  like the binding to be valid. And 
this value is 3600 for both IP-PBXs.

� The Date header field which reflects the time when the request or response is first sent is 
present in both 200 ok’s response.
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� For  these  User –to –User Authentication is required:
When a UAS receives a request from a UAC, the UAS MAY authenticate the  

originator before the request is processed.  

Ex:401 authorization: WWW-Authenticate: Digest algorithm=MD5, 
realm="asterisk", nonce="40fd62f0"
Register: Authorization: Digest username="5000",realm="asterisk", 
nonce="40fd62f0",uri="sip:64.131.111.48",response="6be94aff5ced10260054
aca81fd10d93",algorithm=MD5

Common Features in Asterisk and TrixBox 
(When Registering All Sip Phones )
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� We observed that it  is showing version of Software in Server header.
--- Revealing the specific software version of the server might 

allow the   server to become more vulnerable to attacks
Ex:Server: Brekeke SIP Server rev.276 Evaluation

� The Date header field which reflects the time when the request or response is 
first sent is present in 200 ok response.

� In only Brekeke ,In CONTACT header of  200 Ok ,the ���� q =” parameter is 
found which is used to prioritize addresses in a list of contact addresses.

Ex: Contact: sip:5001@64.131.111.57:5060>;expires=3600;q=1.0

� In Brekeke we used  Default values of authentication for REGISTER and 
INVITE which is  "on".

Brekeke Common Features 
(When Registering All Sip Phones )
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� 100 trying is not seen .

� We observed that it  is showing version of Software in Server header.
--- Revealing the specific software version of the server might 

allow the   server to become more vulnerable to attacks

� The Date header field which reflects the time when the request or response is 
first sent is not present in 200 ok response.

OpenSER Common Features 
(When Registering All Sip Phones )
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� In 100 Trying of  Allworx Register includes a  Supported header and places a 
Replaces option.

� The "expires" parameter value is 3600  for all the phones

� In this User – Proxy Authentication is required.

When a UAS receives a request from a UAC, the UAS MAY authenticate the  
originator before the request is processed by sending 407 message to originator 
if  required credentials not found. 

Allworx Common Features 
(When Registering All Sip Phones )
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Additional observations in Registration process
(For All Sip Servers)

NOKIA PHONE (OpenSER, Asterisk, Brekeke):

� In Asterisk Supported: sec-agree header indicates that   the Nokia supports the 
Security Agreement mechanism.

� In all IP-PBx’s it uses ;rport and ;received tags. With the help of these parameters it 
is able to receive responses on that same IP address and UDP port.

� In Asterisk Route: sip:64.131.111.29;lr;transport=UDPheader exits .
Here provider   wishes to configure Nokia phone with an outbound proxy , it is 
RECOMMENDED   that this be done by providing it with a pre-existing route set with  
a single URI” sip:64.131.111.29”, that of the outbound proxy
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X-lite phone: User-Agent:

� In all IP-PBx’s it uses ;rport and ;received tags. With the help of these 
parameters it is able to receive responses on that same IP address and UDP 
port.

� All contact headers contains rinstance, an opaque URI parameter used by a 
number of UAs to differentiate it's own binding with others

Additional observations in Registration process
(For All Sip Servers)
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Snom :

� In all IP-PBx’s it uses ;rport and ;received tags. With the help of these 
parameters it is able to receive responses on that same IP address and UDP 
port.

� This Supportsgruu (Globally Routable UA URI) method.

� It also allows dialog event.

Additional observations in Registration process
(For All Sip Servers)
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Cisco Phone Observations (During Call)                          
� CISCO allows   methods ACK,BYE,CANCEL,INVITE 
NOTIFY,OPTIONS,REFER,REGISTER,UPDATE.

� Cisco phone supports methods replaces,Norefersub,Call.

� In Invite message a header field 
Content-Disposition: session; handling=optional  is present.
The value "session" indicates that the body part  describes a session, for either calls or 
early (pre-call) media. If the parameter indicates the   value "optional", the UAS 
MUST ignore the message body.

� It Supports: replaces, 100rel methods.
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� Nokia phone supports method  100rel which indicates that the user wishes to use  reliable 
provisional responses.

� Nokia phone allow events like talk, hold and conference. 

� It allow methods  INVITE,ACK,BYE,CANCEL,REFER,NOTIFY,OPTIONS,PRACK

� The Nokia supports the Security Agreement mechanism.

� The P-Preferred-Identity header field is present which  can be used by a Nokia phone to 
indicate the identity or identities it wishes its trusted proxy to authenticate for.

Nokia E61i Phone Observations (During Call)                     
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Nortel Phone(During Call) :
� Nortel phone supports replaces method.

� It allow events   like talk,hold,conference.

X-lite Phone(During Call) ����

� It allow events like INVITE, ACK, CANCEL, OPTIONS, BYE, REFER, 
NOTIFY, MESSAGE, SUBSCRIBE, INFO.



27

� Snom Phones Allow INVITE, ACK, CANCEL, BYE, REFER, OPTIONS, NOTIFY, 
SUBSCRIBE, PRACK, MESSAGE, INFO methods.

� It Allow talk, hold, refer  events.

� The Min-SE tag  which is present in invite   indicates the smallest value of the session which in 
this case is given as 90.

� Snom supports timer, 100rel, Replaces, CallerId

Snom Phone Observations (During Call)                           
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Future Aspects:                                                 

� Call Forwarding feature.

� PSTN to On-net calls and observe different phones and Proxies behaviour.

� Calls  between different  IP-PBX’s.



THANK YOU

ANY QUESTIONS
? 
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