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 This project marks the understanding of following elements:-
* Interoperability Testing
* SIP TRUNK
* TRIXBOX an IP PBX
« Understanding of Sip technical recommendation
» Peering of different open-source IP PBX’s
* Failover routing of calls to give “Always Connect” status
 Security Consideration while implementation

» The scope of this Project marks the interoperability testing of Trixbox (IP PBX) while
following the guide lines of SIP technical recommendations, so you can set the
implementation parameters of these IP/ PBX’s to interoperate successfully while
following the SIP Connect ( ) guidelines.
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e Configure the Trixbox to interoperate with SIP Trunk while taking into account
the SIP technical recommendations.

* Creation of Dial plan and extension on Trixbox so calls land from Trixbox and to
Trixbox using the Trunk.

* Analyze the interoperability of soft phones (Xlite), hard phones (Snom, Avaya)
to work with Trixbox server and successfully place calls through server.

« Use the Main and Rice campus Asterisk to demonstrate routing of calls on to
the Trixbox to use SIP Trunk in case all the channels on the main and rice
asterisk are already occupied. To implement this we need to create peering in
Trixbox and Main and Rice campus Asterisk.
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» Understanding the basic architecture of the whole scenario and looking at the insight
usage, functionality and relevance of every device used in this architecture like Cisco
IAD router which helps in the integration of triple play services (VVD).

* Creating the SIP Technical recommendation test cases, for following the guideline from
the sip connect forum.

* Creation of SIP trunk on Trixbox to function with Cbeyond SIP trunk and check the
interoperability.

 Creation of extensions, ring group and inbound, outbound routes for Trixbox server, so
that calls can be placed.

 Creating the peering between the main and rice campus asterisk to the Trixbox in
order to test failover between the trunks and utilizing the full capacity of SIP trunk.

» Taking into account all the security considerations for example changing default ports
and passwords.
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« A SIP Trunk is a logical connection between an IP PBX and a Service Provider’s
application servers that allows Voice over IP traffic to be exchanged between
the two parties while following the QoS parameter on the managed IP network.

* Following are the essential elements which should be present to make a SIP
trunk according to SIP technical recommendations:-

» Sip proxy servers at both ends i.e. at service provider and customer
premises.

* The connectivity for the two ends over a managed IP network.

* The connectivity between the two ends should follow the QoS parameters
for the triple play services (Voice, Video and Data).
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Introduction to Trixbox

* This open source project was originally named "Asterisk@Home." It is a clever
packaging of Asterisk, Linux and other software that allows a user to easily
install and configure an Asterisk-based PBX system with a front end of a GUI.

e Standard Features:-
« Call forwarding
« Call waiting
* Core features
* Agent features
« Blacklisting
« Day / Night mode
* Info services

* The most advantageous point is that the Trixbox CE ver 2.6.1 used in this
project is free and there no cost involved with its deployment.
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Reason for peering Trixbox with Main & Rice
asterisk

« Fail-over links :- As we have the peering between the rice asterisk, main
asterisk and Trixbox so In case of failure we still have the “always online state” at
any of the IP PBX as the traffic can routed over the other link

e Utilizing the capacity of SIP Trunk :- We made the call plan on the main and
rice campus asterisk in such a way that all outgoing call can go through the Sip
Trunk utilizing the full T1 bandwidth

* Load balancing :- we are peering the rice and main campus asterisk so we can
make out the load balancing between these three IP PBX's and route calls
accordingly
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Peering configuration at Main campus asterisk
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Peering configuration at Trixbox for main campus asterisk
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Ladder Diagram — On to On

Copyright @ Abhijeet & Puneet <2009> 12



Ladder Diagram- Off to On
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Ladder Diagram — On to Off

Copyright @ Abhijeet & Puneet <2009> 14



Security Considerations

Change Default Passwords for user login, web login because not changing the
default passwords make system vulnerable on the outside world.

Change default listening ports for Web Console. Default listening port is 80,
change it to something else. This is another added security measure.

Set up Monitoring system with the help of Network Monitoring Tools, in order to
monitor any unwanted traffic going over the network. This helps Network
administrators to keep network safe and intact.

Changing Passwords on regular interval is also necessary as it keeps network
safe from intruders.

Restrict the root account login to the console so no one can login as root
remotely
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Future Scope

SIPp Testing :- SIPp is a performance-testing tool for the SIP protocol . SIPp can
be used to test many real SIP equipments like SIP proxies, SIP media servers,
and SIP gateways, SIP PBX. SIPp is also very useful to emulate thousand of user
agents calling your SIP system. We will place calls from Trixbox and monitor
through SIPp the call sustaining capability of the T1 trunk.

Testing with different IP/PBX : -  Another future scope of this project is the
testing of Cbeyond SIP trunk with different IP/PBX’s like Avaya, Nortel, and Epyaqi.
This testing helps us to know how better Cbeyond SIP trunk can interoperate with
different IP/PBX’s

Implementing New Security appliances:- You can test different firewalls
equipment placing these between the Cisco IAD and the Trixbox and watch the
behavior of this architecture. You can also implement IP tables to filter out the
traffic coming from Cisco IAD on the port forwarding of Sip 5060.
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