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Identity Problem

� How to be certain of identity of caller? 

� SIP is easily spoof able, 
� Caller ID, From fields can be easily 

modified
� End to End TLS/SSL solution is not 

feasible unless all the proxy support
� Proxy are notorious in modifying the SIP 

headers

% got a light?

No match. 



RFC 4474 and implementing in 
Asterisk

� Mechanism to Assure the Identity of 
Caller

� Signature based authentication

� Uses private/public key pairs (RSA)

� Introduces new headers Identity and 
Identity-Info

% ^What is saccharine?

Bad substitute 



Food for Techies

� digest-string = addr-spec "|" addr-spec "|" 
callid "|" 1*DIGIT SP Method "|" SIP-date 
"|" [ addr-spec ] "|" message-body 

� Sign the digest-string using private key of 
user , signed string goes into [Identity] 
header in SIP

� Verify the digest-string using public key of 
user, End user or proxy uses the [Identity-
Info] header in SIP to verify.

% drink < bottle; opener Bad substitute 

bottle: cannot open opener: not found 



Identity (Can you fake it)

� Identity: 
"ZYNBbHC00VMZr2kZt6VmCvPonWJMGvQTBDqghoWeLxJfzB2a1pxAr3
VgrB0SsSAa 
ifsRdiOPoQZYOy2wrVghuhcsMbHWUSFxI6p6q5TOQXHMmz6uEo3svJsS
H49thyGn FVcnyaZ++yRlBYYQTLqWzJ+KVhPKbfU/pryhVn9Yc6U=“

� Identity-Info: 
<https://atlanta.example.com/atlanta.cer>;alg=rsa-sha1 

% man: why did you get a divorce? 

man:: Too many arguments. 
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Via: SIP/2.0/UDP 192.168.1.75:5060;branch=z9hG4bK3d8e23f9;rport
Max-Forwards: 70
From: "5152025020" <sip:5152025020@192.168.1.75>;tag=as795faea1
To: <sip:5152015260@192.168.1.77>
Contact: <sip:5152025020@192.168.1.75>
Call-ID: 4f49ab391457d8f320308124498ae724@192.168.1.75
CSeq: 102 INVITE
User-Agent: Asterisk PBX SVN-trunk-r191332M
Date: Fri, 01 May 2009 02:16:29 GMT
Allow: INVITE, ACK, CANCEL, OPTIONS, BYE, REFER, SUBSCRIBE, NOTIFY
Supported: replaces, timer
Content-Type: application/sdp
Identity: 

S2CbtSdMO8vi5MRnOXzTTI1OBAN/DWUgeM4i2q7YYyMmeaCUSg1/
SvEwRy3+8JmBfGnrtBLCLBSkmNGeX6ktGg==

Identity-Info: 
<http://ics1.iit.inchargesys.com/keys/keys/int/5152025020.pub>
;alg=rsa-sha1

Content-Length: 321

% ar r God

ar: creating God 



Big Picture (copyright protected ☺)

� Service provider acts as broker to provide keys to 
the user

Asterisk 
(Proxy)

Xlite User Agent 
A

Xlite User Agent 
B

Openser 
(proxy)

Web server 
(hosting keys)

Key Providers
(Verisign)

Broker 
for keys

% [Where is my brain?

Missing ]. 



Call Flow – (find the missing link worth a chocolate)

% make love

Make: Don't know how to make love. Stop. 



Wireshark Trace – Done in 1000 ms

192.168.1.69 – User Agent  A with Asterisk

192.168.1.75 – Asterisk

192.168.1.77 – Openser

192.168.1.66 – User Agent B with Openser

64.131.110.220 – Webserver holding keys

% man woman

No manual entry for woman . Computer crashed!!!!!!!!!!



Problems

� Intermediate proxies might change 
the headers in SIP, in such case 
identity verification will fail

� Price for end user to get keys and 
maintaining it securely

Development Issues

� Routing logic based on verification of 
the signature

$ mkdir matter; cat > matter 

matter: cannot create 
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% awk "Polly, the ship is sinking"

awk: syntax error near line 1 

awk: bailing out near line 



Q & A –Pay Attention !

� 2 cents per Question (Note you have 
to pay for it)

� Quick draw - Winner gets it all 
(Identity has to be verified for the 
winner)

$ test my argument

test: too many arguments 


